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TI - Encryption and authentication system for use in providing communication 
security in communication network 

AB - JP2000004223 NOVELTY - The encryption sentence of a communication device 
is decoded by an encryption decoder (19) to obtain an n-bit encryption 
key. A dummy random-number series is obtained to input the n-bit 
encryption key in a dummy random-number generator (21) . A decoding device 
(19) obtains a communication signal by performing OR operation of dummy 
random-number series and encryption sentence of the communication device. 

- DETAILED DESCRIPTION - The disclosure key encryption device (11) of an 
encryption apparatus (7) produces a predetermined encryption key by 
performing the encryption of another encryption key with the disclosure 
key, based on a public-key crypto system. A dummy random-number series is 
obtained to input the output value of the bits of an n-step linear 
feedback shift register into a bent function, and to input the n-bit 
encryption key of the communication signal into the dummy random-number 
generator. The encryption apparatus obtains the encryption sentence by 
applying the exclusive OR operation to the dummy random-number series and 
communication signal. The communication device performs the communication 
of the encryption key and the encryption sentence. ' 

- USE - For use in providing communication security in communication 
network . 

- ADVANTAGE - Improves safety of data communication in communication 
network. Ensures high-speed encryption and authentication system. 

- DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of an 
encryption and authentication system. 

- Encryption apparatus 7 

- Disclosure key encryption device 11 

- Decoding device 19 

- Encryption decoder 19 

- Dummy random-number generator 21 
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TI - ENCRYPT ION /AUTHENTICATION SYSTEM 

AB - PROBLEM TO BE SOLVED: To provide an encryption/authentication system 
which is immune to various attack methods and which uses a high-speed 
pseudo random number generator. 

SOLUTION: Concerning this enciphery/authentication system, a 
cryptographic key KA is enciphered by a public key, an enciphered key 
KeyA is generated, the output value of (n) bits from an n-step linear 
feedback shift register is inputted to a Bent function 13, a pseudo 
random number sequence is obtained by inputting the enciphered key KA of 
(n) bits to the seed of the pseudo random number generator for obtaining 
the output of 1 bit, an enciphered sentence CryptoA is obtained by 
performing exclusive ORing operation 15 with the plain sentence, and the 
key KeyA and enciphered sentence CryptoA are communicated. Then the 
enciphered sentence CryptoA is deciphered by the secret key and the 
enciphered key KA of (n) bits is obtained. The enciphered key KA is 
inputted to the seed of the pseudo random number generator, the pseudo 
random number sequence is obtained and the plain sentence is obtained by 
exclusive ORing operation 23 with the enciphered sentence CryptoA. 
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